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1. IlporpaMmmHubie TPeGOBAHUS

MuHuMajibHbIe CUCTEeMHbIE TPeOOBaHus 1Jisl KiueHTckoro I1O:

Onepanronnas cucrema o yrpasicarem OC Windows 7 uiu HoBee.
VYcranosneunsiii .Net Framework 4.7

[Ipomneccop 2-saepubiii 1,6 I'tir.

O6wem O3Y 216

116 cBoboaHOro Mecta Ha x)éctkom aucke (HDD)

Ckopoctb UHTEpHET-COeAMHEHUS] — 256 KUIOOUT B CEKYH]TY.

PexomMeH10BaHHbIE CHCTEMHBbIE TPeOOBaHMs 115 KJaueHTcKoro I10:

Omneparmonnas cuctema o yrpasiearnem OC Windows 7 wiu HoBee.
Vcranosnennsiii .Net Framework 4.7

[Iponeccop 4-snepubiii 2,2 I'T11.

O6wem O3Y 816

1 I'6 cBoGoaHOrO MecTa Ha xéctkoMm nucke (HDD)

Ckopoctb HTEpHET-CcOeAHEHNSI — 1 MEraOUT B CEKYHIY.



2. YcTaHOBKA U HACTPOIiKa cepBepa NPUIIOKeHU I

CepBep NPHIOKEHUN CITY)KUT JJII KOHEYHOH OOpaOOTKHM M XpaHEHHs JAHHBIX, MOCTYMAIOUINX C
cepBepa TeIEMETPHH U TIOCIICAYIONMICH UX Mepeadn KIIMEHTCKOMY MPHIIOKEHHIO.

PexoMeHnammu 1o cocTaBy anmapaTHbIX CPEICTB (GOPMHUPYIOTCS pa3paboTINKOM CUCTEMBI COTJIACHO
MPEIoIaracMoMy KOJIM4eCTBY 00BEKTOB MOHUTOPHHTA.

s KoppekTHOW paboThl cepBepa MPHIOKEHUH PEKOMEHAYETCS HCIIOJIb30BATh CEPBEPHYIO
onepanroHHyto cucremy cemerictea Windows (Microsoft Windows Server 2008 R2 wiu HOBee).
Cepgep nmpunnoxxenuit ucnonbzyetr CYBJl PostgreSQL 10.10 wiu HoBee.

2.1. YcTaHOBKA M HACTPOIiKa 6a3bl JaHHBIX

2.1.1. Hactpoiika CYB/I PostgreSQL

VYceranoBka CYB/] BeInoaHsAETCS CO CTAaHAAPTHBIMU TAPAMETPAMH.
Coznanue 0a3bl BBINOIHSIETCS MI0JIb30BATENEM postgres.
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2.1.2. Coznanme 6a3n1 PostgreSQL

Co3nanue 0a3bl JaHHBIX MPOU3BOJUTCSA IMyTEM IIOCIIEAOBATEILHOIO HCMONHEHHs mectd Sql-
3arpocoB B okHe pgAdmin III unu pgAdmin 4:
«sl-1_CreateTablespaces.sql» - cozmanue TaOJIMYHOTO TPOCTPAHCTBA.



% Query - navigation 13 postgres@127.0.0.1:5432 - [C:\CreateDB\s1-1_CreateTablespaces.sql]

®Qaiin [paeka 3anpoc WsBpannoe Makpoc Bug 7
Iﬁ = | él’g o l ) ﬂl P| P &ps h %g & | ‘ ‘ | “;' [ navigation us postgres@127.0.0.1:5432
-
| Pepgakrop SQL | IpadM4ecKmil KOHCTPYKTOP 38MNPocos I ¥
Mpeabiaywwe sanpocu! VJ Yaanuto ’ YaanuTb BCé
-- CKPMIT COSIOAHIMA TABIMUHHX NPOCTPAHCTB 11 POSTGRESQL
—— MecTo3anoJIHUTE D, :
- (0} - ocHoBHOM xaTajior HaHHuX (HanpuMep: C:\PGDATA\ASK PRM);
-- | [lepen BHNONHEHMEM HYRHO 3a3MEHMTH MECTOSANONHMTEM COOTESTCTBYDIDMMMA SHaYEHMAMA.
-- OcHOBHOE nNpocTpaHcTso Bl: OaHHNE CHPasE0YHMKOE
CREATE TABLESPACE ask primary LOCATION '{0}';
< >
roTos DOS Crpoka 1, Kononka 1, Cumson 1

«s1-2 CreateDatabase.sql» - coznanue 6a3bl JaHHBIX.

% Query - navigation u3 postgres@12 5432 - [C:\CreateDB\s1-2_CreateDatabase.sql]

®Qaiin  [paeka 3anpoc WsbBpannoe Makpoc Bug 7
EH| 3 Oleve| L > Rhgle | & &| D |50 nevigation us postares@127.0.0.1:5432

| Pepaxktop SQL | padu4ecKkmil KOHCTPYKTOP 38Npocos |

¥

Mpeablaywme 3anpocsi [ v | Yaanute Vnamﬂbsce J

F— CKPMIT COSIAHIA EBASH IAHHHX NI POSTGRESQL
—-- MecTo3anoJHMTe s :
(0} - s B (manpmMep: navigation);
! Mepen BHMOIHEHMEM HYXHO 3aMEHMTb MECTOSAaNOJHMTENM COOTESTCTEYDIMM SHAYEHMAMM.
-- Co3panme Bas3u maHHEX
CRERTE DATABASE {0}
ENCODING = 'UTFg8'’
--LC_COLLATE = 'Russian Russia.l251’
--LC_CTYPE = 'Russian_Russia.l251'
TABLESPACE ask_primary;

roTos DOS Crpoka 1, KonoHka 1, Cumson 1

«s2_CreateTables.sql» - co3nanue 6a3bl JaHHBIX.




®Qaiin [lpaeka 3anpoc WsbpanHoe Makpoc Bug 7

=] .| ) Ol L) ﬂl pl PRy m | &8 ’ ? "3[:lnavigaﬁonMsposhgres@127.0.0.1:5432

| PenakTop SQL | Mpadweckuii KOHCTPYKTOP 38NDOCOS |

4

Mpeasiaywme 3anpoci | et ‘ Ynanute

Yaanmuto

|—— CKPMIIT COSIAHMA TABIMI INI7 POSTGRESQL
-- Mecrosanonmauresmm: HET;
—- Ins BunofHeHMs B pgAdmin HYXEHO 3aKIOUMTL TEKCT B begin..end yu sunosEmTs Xax pgScript (FéE).
—-- ;B0 pa3NesbHO BHNONHATH OIOKM TEXCTa Da3NesEHHHE CTPOXOM "GO".
-- ! PyuHOE® pENaKTMpPOBaHME STOTO CKpuMnTa He Tpebyercs.
-- Kmoun
EICREATE TABLE Keys(

Parameter varchar(255) NOT NULL,

Value varchar(1000) NOT NULL,

CONSTRAINT PK Keys PRIMARY KEY (Parameter)

USING INDEX TABLESPACE ask_primary

) TABLESPACE ask_primary;
GO

-- Tun= Momeneit
-— NOTE: !!! TOBABWMI MOJA Picture u Attributes; !!! cMesmun Tun c image nons Picture
I CREATE TABLE ModelType (
ID serial NOT NULL,
Name varchar(50) NOT NULL,
Code varchar(10) NOT NULL,
Picture bytea,
Attributes varchar NULL,
CONSTRAINT PK MODELTYPE PRIMARY KEY (ID)
USING INDEX TABLESPACE ask_primary
) TABLESPACE ask_primary;
GO

-- Monem
[E]CREATE TABLE Models(
ID uuid NOT NULL,
ModelType int NOT NULL,
Name varchar(50) NOT NULL,
Category varchar NOT NULL,
Attributes varchar NOT NULL,

roTos DOS Crpoka 1, Konoxka 1, Cumson 1

«s3-1_DefaultSection.sql» - co3ganne 6a30BOI CEKITUU TaHHBIX.




vigation w3 postg efaultSection.sql]

®Qaiin [Mpaeka 3anpoc WsbpanHoe Makpoc Bug 7

=4 | | B ]| | L] GI P| P RElgie m | & 8 l ®? MDnavigationu3posbgres@127.0.0.1:5432 EI
J Pepakrop SQL I padmr4eckmtil KOHCTPYKTOP 3aNpocos | ¥
ll‘lpenbuxyumesanpouall Vi YnanuTe WYABIMTI:BCE“

|—— CKPMIIT MEPBOHAUANTBHOTO SAMONHEHMSA TAEIMIH CEXINGI 71 POSTGRESQL

—-- MEecTo3anoNHMTE

- (0} - ampec CYBI (=ampyMep: localhost):;

- {1} - nopr CYBI (HanpymMep: 5432);

- (2} - normus (HanpuMep: postgres);

- {3} - napous;

- {4} - ma BI (manpumMep: navSections);

= {5} - Maxc. xoN-BEO cCoeIMHEHMt (Hampimep: 20);

- {€} - xaramor BULK (manpimep: C:\PGDATA\COPY\ASK N&V);

- {7} - yman€nmmest xaramor BULK (manpmmep: C:\PGDATA\COPY\ASK NAV);

- {8} - xaTanor ocHoBHOTO TabUnf4HOPO NpoCTpaHCTBa (HanpuMep: C:\PGDATA\ASK_PRM):;
- {9} - xaranor TafunMYHOTO NPOCTPAHCTBa HABMTAUMOHHHX NaHHHX (HanpumMep: C:\PGDATA\ASK NAV);
—_ {10} - =maTanor TafmuHOTC OpoCTpaHCcTBa JIOTOB (HanpuMep: C:\PGDATA\ASK LOG):;

—-- | Tlepen BHNOJHEHMEM HYEHO 3aMEHMTb MECTO3aNOJHMTEIM COOTESTCTEYDIDMMM SHaYeHMAMIA.

-- MEPEJ]] BHIONHEHMEM BCTABKM HYEHO CKOPPEXTMPOBATE HACTPOMKM CEXIIOA!

DELETE FROM Sections;

SELECT setval('sections_id seq', 1);

INSERT INTO Sections(ID, BEGIN_DATE, FACTORY, PARAMETERS)
ElVALUES (1, '00010101', '16E22B43-5B97-4E2B-BF57-BABB45826103',

'<section>

<settings>

<value key="address">{0}</value>

<value key="port">{l}</value>

<value key="login">{2}</value>

<value key="password">{3}</value>

<value key="db">[4}</value>

<value key="suffix"> base</value>

<value key="max connections">{5}</value>

<value key="bulk dir">{&}</value>

<value key="remote_bulk dir">{7}</value>

<value key="ts_primary">{8}</value>

<value key="ts_navsens">{9}</value>

<value key="ts_log">{1l0}</value>
-</settings>

</section>');

< >
roTos DOS Ctpoka 1, KonoHka 1, Cumson 1
«s3-2 DefaultUsers.sql» - mobamienue medOJNTHBIX 3HAYCHWH B CHOPAaBOYHUKHA pOJCH U
MOJb30BaTelIEH.

avigation u3 postgri

®aiin [lpaeka 3anpoc WsbpanHoe Makpoc Bug 7?7

=1 1B Ol L b RebhgTe m| & & | P | O navigation us postgres@127.0.0. 1:5432 ;]
_| Penakrop SQL | Tpadm4eckil KOHCTPYKTOP 3aNpocos | ¥
IMpeabiaywme sanpocall V[ Ynanuto YaanuTb BCE J
l—— CKPMIIT NEPBOHAUANBHOTO SAMOJHEHMS TABJIMI] POJIEM J MOJBSOBATENEN A POSTGRESQL
-- MecTo3anoJHNTesm:

- {0} - UUID ammuMCTPaTOpa;

- {1} - UUID cucTEeMHOTO HONb30BATENA;

—- Ina eunonHesns B pgAdmin Hy=®HO 3aXIDYMTLE TEKCT B begin..end u sznonumuTe Kax pgScript (Fé).
-- ;B0 pa3NeNbHO BHNONHATE GUIOKM TEKCTa PasHesIEHHHE CTPOXOHR "GO".

-- ! [epen BHMNONHEHMEM HYEHO 3aMEHMThH MECTOSANOJHMTEIN COOTEETCTEYDIIMMA SHAYSHMAMA.

-- P.S.: Ounaits reHepaTop UUID: https://www.uuidgenerator.net/

DELETE FROM Roles;

SELECT setval('roles_id seq', 35);

INSERT INTO Roles(ID, NAME, CODE, Syst, Fixed) VALUES (1, 'Cucremsas ydyerTHas 3amuch', 'SYSTEM', TRUE, TRUE);
INSERT INTO Roles(ID, NAME, CODE, Fixed, Disp, Adm, Dev, Map, RepairCauses, Repairs, Reserves, Fuel, Workers, Ways}
INSERT INTO Roles(ID, NAME, CODE, Disp, Adm, Map, RepairCauses, Repairs, Reserves, Fuel, Workers, Waysheets, Trailg
INSERT INTO Roles(ID, NAME, CODE, Disp, Map, UsersRead, Workers, Reserves, Repairs, RepairCauses, Fuel, Waysheets,
INSERT INTO Roles(ID, NAME, CODE) VALUES (5, 'Tocrs', 'VIEWER');

GO

-- OEPE] BHIOJHEHMEM BCTABKM HYEHO SAIATH UUID N HOJBSOBATENE

DELETE FROM Users;

INSERT INTO USERS(ID, Name, Login, Role, Password, Email, Phone, StartTime) VALUES ('{0}', 'AmmmmcrpaTop', 'admiy
INSERT INTO Users(ID, Name, Role, Password, Email, Phone, StartTime) VALUES ('{1l}', 'Cucrema', 1, ('md5' || mdS5('{]
GO

roTos DOS Crpoka 1, KonoHka 1, Cumson 1




«s3-3 DefaultValues.sql» - no6aBnenue e oaTHBIX 3HAYCHUI B OCTAJIbHBIC CITIPABOYHUKH.

B Query - navigation s postgres = DefaultValues.s
@aiin  lMpaska 3anpoc MsBpawnoe Makpoc Bug 7
=1 IR Ol L] b kEDg e m |8 &| D |} Onavigation s postgres@127.0.0. 1:5432 ~
Pepgaktop SQL | padv4eckuil KOHCTPYKTOP 38Npocos ¥
Mpeabiayuwme sanpocs! i Yaanute YaanuTb BCé
|—— CHPMIT NEPBOHAHATIEHOTO SANONHEHNA EASH TAHHHX HABMTAIDN! I POSTGRESQL ~
—- MecrosanonEuresmi: HET;
—— Ing BHmOMHEeHMA B pgAdmin HY®HO SarDYMTbL TEKCT B begin..end M sHOomHMTE kawk pgScript (FE).
-— B0 pASOSNEHO BHOONHATE CUIONM TEKCTE paIOeNSHHHE CcTpoxRoi "GO".
-- ! Pyynoe DENaKTMpOBAHME STOPC CKpMOTa He Tpefyerca.
DELETE FROM ZoneType;
SELECT setwval ('zonetype_id seq', 3)7
INSERT INTC ZoneIype (ID, Zonelype, CODE) VALUES (1, 'Touxa c pamMycom', "RRDIUS");
INSERT INTC ZoneType(ID, ZoneType, CODE) VALUES (2, 'Hopmmop', "CORRIDOR'):
INSERT INTC ZoneType(ID, ZoneType, CODE) VRALUES (3, 'lommuron', "POLYGON'):
GO
CELETE FRCM ModelType:
SELECT setval ('modeltype_id_seq', 16);
INSERT INTO ModelType(ID, MAME, CODE, PICTURE) VALUES (1, 'HOorpysumx', 'LORDER', "\x39504E470D0RLAR0A0000000D4943
INSERT INTO ModelIype(ID, MAME, CODE, PICTIURE) VALUES (2, 'Cameocsan', 'DUMPTRUCK', '‘\x59504E470D0RLA0QAQCO0Q0000D4S
INSERT INTC ModelType(ID, NAME, CODE, PICIURE) VALUES (3, 'TpaxTopHo-ByneOosepHad TexsEmMea', 'BULLDOZER', '\x8950
INSERT INTC ModelTIype(ID, MAME, CODE, PICTURE) VALUES (4, 'lOpouse', 'OTHER', "\x389504E470D0AIARORO000000D45454452
INSERT INTC ModelTlype(ID, MAME, CODE, PICTURE) VALUES (5, 'Srcrasarop', "EXCAVATOR', '"“x39504E470D0AIAOAQO0COCOD
INSERT INTC ModelTIype(ID, MAME, CODE, PICTURE) VALUES (&, 'Taraw', 'TRACTOR', '"“\x39504E470D0AIAOA0000000D4545445
INSERT INIC ModelType (ID, NAME, CODE, PICTURE) WVALUES (7, 'CneuTexmmxa', 'SPECIAL', "\x55504E4T70D0ALACOROO00000D4
INSERT INTC ModelType(ID, NAME, CODE, PICTIURE) VALUES (2, 'AsToSyc', 'BUS', "\x89504E470D0A1RORO000000D494344520
TNSFRT TNTA Mnds1Time (TH NIMF  CODF  BTOTIRFY WATIFS (G ' Tanmemnsarmasmee!  TROMSFRY 7\ wRGSNAF4TADARIRARAAAAA ¥
< >
roToB DOs Crpoka 1, KonoHka 1, Cumson 1

B xonduryparope cepepa gomkeH ObITh BKII0YeH Moayib PostgreSQL Data Store.

gationd
@~ @ ||zl Coxpanute [£] OBHosuTs Aseiiz Mo ymonuanuio  ~ [Npoeepka noutel:  agpec Ans TecTa
PostgreSOL Data Store # | v basa paHHbX
PostgreSGL Data Store 127.0.0.1 Ok nioyeHne oBHOBNEHWA False
v  NMomxcmouetme
Texnoasep:xka Apec 127.0.0.1
[] Texnonnep#xa MopT 5432
Moayne K-Mine Mma Basbl naHHLX navigation
[ Mozgre K-Mine NMarux postgres
Mapons powerdvd
WEB-WL MakcumaneHoe wieno nogknovsHui - 70
[ WEB-WL
Mogyne Nukapg
[ Moayne Mukapa
Meogyne KMAZC
] Moayns KMAZC
Moayne HIAC
] Mogyns HUC
Kannel
[ Kannel 192.168.2.252:1301
NavPacket Storage
[] MavPacket Storage Agpec
NavPacket Repeater (New) v WMraa vnu ceTesoi agpec cepeepa PostgreSQIL
£ >

CepBep mocne OOHOBJIEHHUU caM BBIMOJHSAECT TpeOyemble W3MeHeHus B TaOmmimax. [loatomy
BBHITIOJTHEHUE JJAHHBIX CKPUIITOB HEOOXOAMMO TOJIBKO MPU MEPBHYHOM PA3BEPTHIBAHUH CHCTEMBI.

2.2. YCTaHOBKA TUCTPUOYTHBA CHCTEMBI

PacnakyiiTe mucTpuOyTHB C MpOrpaMMoi B pabouyro TUPEKTOPHUIO (PEKOMEHIYETCsl KOPEHb JHCKA).
Y6enureck, 4TO MOJIB30BATEIh UMEET MOJHBIN JOCTYN K paboueMy KaTajory.



2.3. YcTaHOBKA cepBepa

3amyctute (aitn «NSConfigurator.exe» u3 paboueil TUPEKTOPUH TPOTPAMMBI.

HO68,BJ'ICHI/IG MOI[yanI IIPpOUCXOaNUT BI)I60p0M M3 BBINIAJAOIICTO CIIMCKA IIPHU HAXKaTUK KHOIIKHK:

I3

CepBep NpHIIOKEHHI MOXET padoTaTh ¢ HECKOJIBKMMHU CEpBEpaMH TEJIEMETPUH, B ATOM Cilydae

,Z[O63BJ'I$I€TCH HECKOJBKO OAMHAKOBBIX MO,Z[y.]'ICﬁ U BBIITIOJIHACTCA UX KOH(bI/Il"ypaI_II/IH.

[Tocne HacTpoiiKKM BCcex MOAYJIeH HAXKMUTE KHONIKY «COXpaHUThH.

e Ha Bxmanke «Hacrtpoliku» ykaxute SMTP-cepBep, nopT, JOrMH U Napojb MOYTOBOTO SILIHUKA,
KOTOPBIN OyJ1eT UCIOIB30BATHCS /ISl CHCTEMHBIX YBEIOMIICHUH.

VKaxxuTte Katajaor KIMEHTCKOTO IIPHIIOKCHUA.

VYkaxxuTe Ha3BaHHE HABUTAI[UOHHOI'O CCpBCPa U CMCIICHHUC BPEMCHU (qaCOBOﬁ 10sAC OTHOCUTCIBHO

I'punBHYa), ocTanabHBIE TAPAMETPbl PEKOMEHYETCS OCTaBUTh 110 YMOJIYAHUIO.

N\Projects\NavigationdT\Release\Server\settings.xeml

Terminal Data Source

Teminal Data Source
PostgreSCL Data Store

PostgreSGL Data Store
Mogyne K-Mine

[ Mogyne K-Mine
WEB-WL

[] wEB-wL
Mopgyne Mukapg

[ Mogyns Mukapa
Mogyns KMA3C

] Mogyne KMAZC
Mogyne HAC

] Mogyne HAC

Kannel

@ - @ H Coxpanute | #] OBHoBMTE
Default

Hactpoiiku
Serialization Server

Senalization Server

2388

mnv_admin

127001

fAzeii: Mo ymonqanmo = [Mpoeepka nouTel:  ajpec Ana TecTa

# |~ 1. Ocrioshe

[ N Ntaxyns cepaep

MarxeTHan sannce
MarcumansHei pasmep Gydepa naKTos
Wenonbsosats KaWwnposaHie oT4ETos
CrMelleHne Bpemeri, 4.
ABTOMaTMHECKMI NEpecyeT
Pexum xoctarra
ATprByTel MyTEBBIX TMCTOB
BeG-cTparvua
Pazmep Gydepa nepecyeTos
Oreryn asTonepecyeTos
Pacuet reometoui Ha CH
LononHerms

v 2. OBrosnetive
[JononHnTensHble dains
Manka sef-cepeepa

v 3. D6paboTka AaHHbX
Make. konso yeTpoicTs
Kon-so noTokos obpaboTku NakeTos
Kon-so noTokos obpaboTku cobbmait
Kon-so noTokos oBpaboTkk MapwpyTos

Hassarme cepsepa

True
1000000
False

7

True
Hosting
True

500
Min30
True

String[] Amay
C:\Projects\WebForm2

10
10
10
4 W

[ Kanne! 182.168.2.252:13013

e Ha Bknanke «Serialization Server» ykaxute TCP-mopT mno KOTOpoMy KIHEHTBI OyAyT
MOJIKJIFOYATHCS K HABUTALIMOHHOMY CEpBEpY.

Onpenenure Kak KIUEHTH OyayT aBTOPU30BAThCA Ha cepBepe: BbIOMpasi CBOIO YUETHYIO 3alUCh U3
BBINAJIAIOIIEr0 CIHCcKa(aBTOpHU3alys 1o Joruny — False), 1100 BBoas 10oruH B (hopMy aBTOpU3ALIUH
(aBTOpH3anus MO JOTUHY — TrUe).
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ojects\Navigationd "\Release\Server\settings.xml

@~ @ |[= Coxparmme |£] OBHoBuTE Azbi Mo ymonuanmro  ~ [NpoBepka nouTer  aapec 4nA TecTa

Default ~ i v Cepsep

Hactpoiiki MopT cepsepa 243283
ABTODMIALMA MO NOTMHY False

Serialization Server

Sernalization Server 8888
Terminal Data Source

Teminal Data Source mrv_admin
PostgreSCL Data Store

Postgre SCGL Data Store 127.00.1
Mogyne K-Mine

] Mogyne K-Mine

[ weB-wL
Mogyne Mukapy
[] Mogyne Mukapa,
Mogyne KMA3C
[] Mogyne KMA3C
Moegyne HNC
] Mogyne HWC A T
Kannel TMpw BINIOYEHIMW SENPELEET YWTETE CMIMCOK NoNbSoBaTenei He

. . P e L GETOPM306GHHRIM NONE30EaTENAM
< >

e Monayns « PostgreSQL Data Store» HacTpanBaeT MOIKITIOYCHHE K 0a3e JaHHBIX.
[MonkmroueHue — ykasbIiBaeTcs aapec 6a3bl JaHHBIX, JIOTHH, IAPOJIb U Ha3BaHUE 0a3bl, MAKCUMAIILHOE
KOJINYECTBO MOJKIIOUCHHIM.

ojects\Mavigationd T\Release\Server\settings.xml

@~ @ | [= Coxpanvte 5] ObHoBUTE Azeic Moymonuanmie v [poBepka nouTsr:  agpec AnA TecTa
Default ~ | v basa maHHbX
HacTpoiiiun O nioyeHe oGHOBNEHMA False
o v [Noaxkmoverine
Serialization Server A 127.0.0.1
Serialization Server a3 Mopt 5432
Terminal Data Source Wrp Baskl LaHHb navigation
) . NMorvH postgres
o
Teminal Data Source mrnv _admin Mapons powerdvd
Postgre50L Data Store MakcumansHoe wicno nogknes 70
PostgreSQL Data Store 127.00.1
Mogyne K-Mine
] Mopyne K-Mine
WEB-WL
[ weB-wL
Moayne NMukaps
] Mogyne Makapa
Megyne KMAIC
[ Moayne KMA3C
Mogyne HAC
] Mopyne HWC A
Kannel v Wrma unn ceTesol agpec cepeepa PostgreSQAL
1 ar . P A R
< >

e Monyns «Terminal Data Source» mo3Boisier CKOHPUIYypHpPOBaTh MOJKIIOUEHHE K CEpBEPY
TEJIEMETPHUHU.

VYkaxure agpec cepsepa, OpT, JOTUH U apoiIb Ul IOJKIIOUEHHS.

Jlnist 3arpy3Ku TaHHBIX BeIOepuTe mapameTp «Truey.
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jects\Mavigationd T\Release\Server\settings.xml

@~ @ | = Coxpanute [2] OBHoBUTE fzbi: Mo ymonuanuo  ~ [poBEpKa NoUYTHE  3ApEC 4NA TECTE
Default ~ | v 3arpyska
HacTpoiiku 2arpyska AaHHeL True
o Pazmep Gnoka 10000
Serialization Server v C
Serialization Server 8888 Appec cepeepa 19593 22967
Terminal Data Source MopT cepsepa 12500 _
Teminal Data Source mrv_admin Toruw mnv_admin
I |
F'DstgreSQL Data Store Ona xocTaHra Falzse
PostgreSGL Data Store 127001 Komaras! Tue
Moagyne K-Mine
] Mogyne K-Mine
WEB-WL
] weB-wL
Meayne Mnkapg
] Monyns Mukapa
Mogyne KMASC
] Mogyne KMAZC
Mogyne HC
] Mogyne HAC F—
Kannel v Mapone ane Bxoga Ha cepeep

e  Monayns «Retranslation Module» e numeer napamerpoB ais koHdurypauuu. Bee Hactpoiiku
pou3BoAATCs B « MOHUTOpPE pabOThI cepBepa» U3 KIMEHTCKOrO NPUI0KEHUS aIMUHUCTPATOPOM.

e B wmonayne «NavPacket Repeater» ykazbiBatroTcst mopThI U151 paOOThI CEpBHUCA PETPAHCIIALIUY.
B npotokone SOAP no ymomuanuto nopt 12700.

B npotokosie EGTS no ymonuanuto nopt 12701.

G- @ | | Coxpanwre |£] OBHoBMTE Asbik: Mo ymonuanmio  ~ [poBEpKa NOYTEE  34pec ANA TecTa
MavFacket Storage A [~ Npwem
(] NavPacket Storage MopT npuema SOAP 12701
MavPacket Repeater (New) MopT npwema EGTS 12702
MavPacket Repeater (Mew)
Mogyne TOM
Mogyns TFM
Mogyne lNackap

] Mogyne lackap
DangerCargo Module
DangerCargo Module
RMIC Mogyne
1 RNIC Moayne
Mogyne MHoroeeplUMHHOE
[] Mogyns MuorosepuumHHoe
TexHWYECKWE OCMOTPEI
[] Texrmueckue ocmoTpe!
lopHbIA Mogyns 2.0
TopHedi mogyne 2.0

Mopt npwema SOAP

Mogyne Janencnumeranne MNopT npvema SOAP

"1 Manvnk ManknanmeTanne
£ >
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e  Monaynbs «Yuer 3arpy3ku [1b3 (beton)» He TpeOyeT creruanbHbIX HACTPOCK JIJIst PAOOTHI.

B HemM MOKHO SIBHO yKa3aTh (hopMaT HOMEPOB 3aKa30B M MOCTABOK, a Tak ke popmar TpeK-CChUIKU
JUTSI OTCIICKMBAHUS COCTOSTHUS 3aKa30B Ha BeO-pecypce (He BXoaUT B cocTaB gaHHOTO 110).

ects\Navigation47\Release\Server\settings.xml

O~ @ = Coxpanurs [2) O6HoBMTSL fsbic: Mo ymonuanmio  ~ [Mposepka noutsl:  aapec AnA TecTa
Base Event Generators A | v Hymepaumn sakasos
Base Event Generators Popmar Homepa o
OraensHo no rogam True
Mpocroun OTaensHo No NocTaBLMKaM False
] NpocTou v Hymepaumsa nocrasok
Telagram PopmaT HoMepa {3140}
OtaensbHo no 3akasam True
L] Telegram OtaensHo no rogam False
Mogyns Gpornposarns OtaensHo No nocTaswmKam False
] Moayne 6poruposarma v Tpouee
Tpek-ccoinka https://example.comArack ?bid={0}
Ossig Module
[] Ossig Module
Mogayne Komu
[ Moayns Komu
HTTP-API-Main
[[] HTTP-API-Main

Yuér sarpyskm L|B3 (Beton)

Yuér sarpysku LIE3 (Beton)

Mobile Module

] Mobile Module 8989 Popmar Homepa
Noruposarue obbekTos Crpoka coctasHoro dopmata .NET ans Homepos 3akasos. Mectosanonnutenn: {0} - nopaaxoseiit Homep, {1} -

npeduKke nocTaswmka, {2} - nata sakasa.
MoruposaHue 06bexToB N

2.4. YcTaHoOBKA CITY:KOBI

Jlnst yctanoBKH ciy>kOb1 3amryctute ¢aiin «Install.bat» n3 pabouero karanora nporpamMmel.

ITo 3aBepiieHNIO YCTAaHOBKH KOoMaHHas cTpoka Windows BeiBeieT COOOIIIEHHE O CTaTyCce OMEPaIlHH.
Pesynbrarom ycnemHol onepanun Oyaet nosiienue ciyxO0bl «HaBuranmonnas cuctema ACK» B
CIHUCKE CUCTEMHBIX CITYkKO

L Cnyxub

HaBurayvoHHan cucTema ACK Vl!'lﬂ - I OnucaHue | CocTosHHe I Tvn 3anycka I Bxoa
“CLKNMEHT OTCNEXHBAHNA M3MEHMBILMXCA C... Moaaepx... Pafotaer ApTOMaTH4e.., [loka.
OcTanoeuTe cnywby £} KoopanHaTOp pacnpeAeneHHblx TpaHsa... KoopawHa... Pafortaet AsToMaTH4e.., CeTel
)i S " ;
DepesanveTute cayxby Gk Ksw wpndTos Windows Presentation Fo...  OnThmmsm... BpyuHyto Noka.
&k Nosywka SNMP MprHMMaE. .. BpyuHyto Noka.
{5’3 NokaTop yAaneHHoro Bel30Ba npoueay... B Window... BpyuHyto CeTel
£ MapLpy TH3aUMA M yASNEHHBI A0CTYN Mpeanara... OTKNHO4EHS Noka.
-S,}’;Mo.uynn kntoued IPsec Ana ofimeHa knto... Cnywbal... BpyuHyt Noka.
£k Moayne sanycka npoueccos DCOM-cepe... Cnyx6aD... Pafotaer AsTOMaTH4e... [oka.
“5:Moayne noaaepxkn NetBIOS yepes TC...  Ocywect... Pafotaer ABTOMaTHYE... [loka.
E1Moayne NOAAEBPHKK CNEUMANEHOA KoHC..,  MpeaocTa... BpyuHyto Noka.

g Moayne cepeepa SQL Server Ana sanuc... Mpeaocta... PafoTaer ABTOMATHY Noka.

»&J’gHBCTDDﬁKa cepeepa yAaneHHelx paboun... CnyxbaH... Paboraet Bpyu4Hyro Noka.

L1 OBHapyxeHne SSDP OBHapy¥... OTKAHOYEHS Noka.
‘£ OBHapyEeHNE MHTEPaKTHBHBIX CyXb Brnrovae. .. BpyuHyto Noka.
£ 0BWMI A0CTYN K NOAKNKOHERHIO K MHTe... MpeaocTa... OTKAHO4EHS Noka:
-5} Onpeaenerve ofopy A0BaHHa ofonaukm MNpeaocta... PaboTtaer ABTOMaTHYE.., [loka.
&1 OcHoeHble cnyxbel AoBepeHHoro nnatd... Paspewae... Bpy4Hyro Noka.
Qf;ﬂepenanpaemenb NopToE Nonb3oBate... [Mossonae... PafoTaer Bpy4Hyto Noka.
LhNepeumrcnnTens IP-wnH PnP-X Cnyxban... OTKNHYEHa Noka.
LhMuTanme ¥npaenae... PaboTaeT AsTOMaTH4e... [loka.
5 NNaHMPOBLUKMK 33AaHWA Mossonse... PafioTaer ABTOMaTHYE.., Jloka.
-g’;nnannposmnK KNaccos MyNbTHMEANE Paspewae... BpyuHyto Noka.
£ LMoaAEPHKa 3NEMEHT NAHENM YNIPABRE...  3Ta CNyX... Bpy4Hyto Noka.
-S\:’:l‘lonnmxa Y¥A3NEHUA CMApPT-KapT Mozsonse. .. Bpy4Hyto Noka.
L MNocTaBWMK PE3YNETHPYIOWEN NOAKTHK. ., CeTeBad ... Bpy4Hyto Noka.
{‘IénposonHaa SBTOHACTPOMKA Cnyxba ... BpyuHyto Noka.
\.‘::.";ﬂporpamnﬂblﬁ NOCTABLWHK TEHEBOro Ko..,  ¥npaense... BpyuHyto Noka.
LLNybnnkauna pecypcos obHapykenna d...  Mybnukye... BpyuHyt Noka.

£ Pafiouan cTaHumMA Cosaaer ... PafioTaer AsTOMaTH4e... Cetep
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Yoenutech, uTo cayx0a 3amyiieHa, MOPThl HACTPOCHHBIC HA TIPUEM JaHHBIX JTOCTYITHBI C BHEITHUX
ip-aapecos.

B cBoiictBax ciry»xObI Ha BKIIagke «BoccTaHOBIIGHHE)» YKaXHUTE MMOBEACHHUE TIpH cO0e B paboTe.

CeolcTBa: HaBurayvwoHHasa cucrema ACK {WIN-HB5765SHMKQM) [ X]

deuel Bxoa & cuctemy  BoccraHoenenue l 3asucumocml

pu coe caykebl.

[epebii coi: Iﬂepesangc& cnyk6bl zl
Bropoit coit: |I'1epe3angc|< YKo L]
MNocneayiowue clou: |Flepesangcr< cAyKebl :_I

C6poc cyeTyMKa OWMOOK Yepes: ID aH.
MNepezanyck cayxtbl Yepes: |1 MUH.

I_ BrA0UMTE ASHCTEWA ANA OCTAHOBOK C OLWMGK MU,

[ 2pameTRbl MERESETPYGKM.. |

BeIMGnHEHWE Mporpamiis!
[1porpamma;

I [6zop,. |

[ apameTpe! KOMaHIHOH CTRORY: I

I© Honueats & KoMaHIHUIo CTROKY CHETYMR oluntok [/fail=217%)

oK I OtmeHa [1prmeHnTE
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3. YcraHoBKa M HACTPOIKA cepBepa TejleMeTPUH

CepBep TeneMeTpUH CIYXKUT JJIs MEePBUYHON OOpaOOTKH M XpaHEHUS JAaHHBIX, MOCTYMAIOIIUX C
a0OHEHTCKUX TEPMUHAJIOB U MOCIEIYIONIEH Mepeaadn ux Ha cepBepa MPUII0KESHHH.

PexoMengaiuu o cocTaBy anmnapaTHbIX CPeJCTB (GOPMUPYIOTCS PazpabOTYUKOM CUCTEMBI COTTIACHO
MpearoIaraeMomMy KOJIM4eCTBY 0ObEKTOB MOHUTOPHHTA.

Jlis xoppekTHOM paboThl cepBepa PEKOMEHIYETCS HCIOJIb30BaTh OINEPALUOHHYIO CUCTEMY
cemeiictBa Linux (Debian, Ubuntu akTyanbHBIX BEpCHUIA).

Cepsep tenemerpun ucnodibdyeT CYB/] PostgreSQL 8 unu BeIlIe 1 BUPTyaibHYIO MalllMHy Java
BEPCHUU 8 WIIH BBIIIIE.

3.1. Yeranosum Mc u sudo

apt install mc
aptinstall sudo

3.2. YcranoBka Java

[Mpumep mis Debian Linux:
# apt-get install openjdk-7-jdk

Y6enuthces, 4To Java yctaHOBJICHA:
# java —version

3.3. YeranoBka CYBJI PostgreSQL

[Mpumep mis Debian Linux:
# apt-get install postgresql

VYo6enurbes, uto CYB/] ycranoBieHa:

3axooum om nonvzosamens nocmepec

SU — postgres (eciu «-» auwnuil) nopobyem SU postgres
Omkpoem KoMaHOHbIU unmepgetic

psal

(# psql —version) —

3.4. Hacrpoiika CYB/ PostgreSQL

B 6a3e gaHHBIX co3/1aeM MOJIb30BATEN, HAIPUMED, «navigation» ¢ naposiem «12345»

psql#
CREATE USER navigation WITH password '12345";

Ecau 6a3a OyaeT XpaHUTCS Ha Apyrom kéctkom aucke ¢ PGSql , Heooxoaumo B koudure I
U3MeHHUTh HHCTaHC B/ Ha HYKHBI.
Cozmaem 6a3y nanHbIx «db navigationy

psql#
CREATE DATABASE db_navigation OWNER navigation;
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Z[aeM IIOJIB30BATCIIIO IIpaBa «SUpErusemy:
psql#
ALTER USER navigation SUPERUSER;

\q

W3 npenoctaBieHHOTo AUCTPUOYTHBA BOCCTAHABIMBAEM JaMIl 0a3bl JaHHbBIX.
Beimonusem ckpunt createdb.sql u3 mox mons3oBarestst postgres@telemetry , mst atoro:
1) Konupyem (aiist co CKpUIToM Ha cepBep

2)3amyckaeM CKpUNT U3 CBEXKECKOIIMPOBAHHOTO (aiina

#psql db_navigation <* qupexrtopus daiina* createdb.sql

Yoeoumecw, umo cepeep PostgreSQL oocmynen c cepeepa npuioxcenuii u padovux mecm
aomunucmpamopoe cucmemst (nopm TCP no ymonuanuro 5432). Ecnu nopm ne oocmynen
eHecume Heooxooumvle nacmpoiiku ¢ CYB/] u firewall.

JI71st 3TOT0 HYXKHO OTpeaKTHPOBaTh 2 (aiisia, a UMEHHO (BBLACIUTH (paiisi B MC u HaxaTh F4):
1) /etc/posgresgl/postgresgl.conf

naxoaum pazzaen # CONNECTIONS AND AUTHENTICATION

B napametpe #listen addresses yOupaem 3Hak # u 3amensieM «localhost» Ha «*»
noJpKHO mosryuntes listen addresses = “*’

coxpaHsieM KiaBuei F2

2) letc/posgresql/pg_hba.conf

B caMoM KoHIIe (aitna Haxoaum napamerp # IPv4 local connections:

3amensiem B ADDRESS 127.0.0.1/32 na 0.0.0.0/0

u B METHOD trust Ha md5

COXpaHseM (¢ailsl, BBIXOUM (M3 OKHA)

#(/var/lib/postgresql/9.4/main) — mu6o TyT (MMeeT Ooiee HU3KHUI TPUOPHUTET)

[Tocne BHECEHUS ITHX U3MEHEHUH, TTepe3aryCcKaeM CIIy 0y U3-TI0J] pyTa BBIOTHSIEM KOMaHTy:
chmod 77 (777)

3.4.1. AuctpudyTus

Pacnakyiite ucTprOyTHB C IPOrpaMMOii B pab0odyI0 JUPEKTOPHIO.

3axo0JIMM B caM apXHB, C IPaBOi CTOPOHBI MC KOMaH Iepa BHIOMpaeM KaTajor Kyaa Oyiem
pa3apXuMBHUpOBaTh, BbIAENsAeM O 1My daiiibl 1 xMéM F5 (konmuposarts).

Y6enureck, 4TO MOIB30BATENb UMEET MOJHBIA JOCTYH K pabouemy KaTajory, gain «ask» -
UCIIOJHSIEMBIE.

3.4.2. HacTpoiika cepBuca

OrtkpotiTe 1i1st perakTHpoBaHus Qaiin server.conf.
VYKaKuTe B HEM CIEIyIOIINE TapaMeTPhl:

# IlyTb K OCHOBHOMY KypHaITy
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log=/ nyTts k paboueii qupexropun/log/CtrlServer.log
Kaxk npasuiio /home/ask/CtriServer/log/CtriServer.log
# IlyTb K XKypHaIy OIIMOOK

err_log=/myTb Kk paboueit nupextopun/log/Errors.log

Kak npaBuno /home/ask/CtrlServer/log/Errors.log

# IlyTpb K MpOLIMBKaM
firmwares=/ nmyTh k paboueii mupekropun/firmwares/

# Hactpoiika TCP u UDP noproB 11 00paboTInKOB BXOAAIIEH HHPOPMALTUT
# 1o TUIIaM PUOOPOB,

# DETECT — st npuGopoB, Ha KOTOPBIE HE BBIIEISECTCS HHINBHUIYabHBIN TOPT
receiverl port=12300

receiverl type=DETECT

receiver2_port=12301

receiver2_type=NAVIXY

receiver3_port=12302

receiver3_type=APLICOM

receiver4_port=12303

receiver4_type=MIRCOM

# Locarus

udpreceiverl_port=12300

udpreceiverl_type=LOCARUS

# Autosat

udpreceiver2_port=50000

udpreceiver2_type=AUTOSAT

# Ilopt Tepmunaina ServerControl
receiver5_port=12500
receiver5_type=DISP

# HacTpoiiku 6a3bl JTaHHBIX
# Kon tummra CYB/I. (PG — PostgreSQL)
ds=PG

#ip —anpec cepsepa CYB]]
ds_server=127.0.0.1

# nopt cepBepa
ds_port=5432

# HazBanwne 6a3bl TaHHBIX
ds_db=db_navigation

# nonw3oBarens CYB/]
ds_user=navigation

# mapoiib

ds_pass=12345
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# Tepmunan

# ums nosp3oBarens TepmuHaia ServerControl
tm_user=user

# mapomb IS JOCTyTa K TEPMUHATY
tm_pass=password

OTtkpoiiTe A pegaktupoBanus dani «ask» (6e3 pacmpeHus)
OTtpenakTupyiiTe myTH K pabourM AUPPEKTOPUSAM B Havase Qaiina.

3.4.3. 3anyck cepBuca

[ToamoxuTh (haitsl TMIeH3uH B pabouYuii KaTajaor

B cnydae ecnu daiin ask (6e3 pasmmpeHsi, KOTOPbIil) HE UCIIOTHIEMbIH (TP MOIBITKE BBO/IA
cienyroel komauabl BeinacT: bash: ./ask: OTka3ano B 1octyne) cienyer:

BBITIOTHUTE B TUPPEKTOPUH C CEPBEPOM CIICAYIONIYIO KOMaH/IY:

chmod +x ask

3arycTuTe CEPBUC, BHIIOIHUB U3 paboueii JUpEeKTOPHH

# .Jask start

Cucrema BepHET UACHTU(DUKATOP MpoIIecca.

Y6enureck, 4TO CEPBUC PabOTAET, IPOCMOTPEB JIOT, HJIU BHITOJHUB KOMaH/Ty:

# .Jask log

Jlns ynoO6cTBa BHECUTE Iy Th K paboueMy KaTajory B CUCTEMHYIo nepeMeHHyto PATH u Hactpoiite
aBTO3aITyCK cepBHca B (aiin .bashrc (B roManrHeit JUPEKTOPUHU TTOJTH30BATENS ) 100aBUTH
CIIEAYIOLINE CTPOKHU:

export PATH="$PATH:/pabouwuii karanor ceppuca”

ASK="/home/home/CtrlServer/"

export PATH="$PATH:$ASK"

ask start

Yoeoumecw, umo cepeuc 3anywien, nopmel, nacmpoennvle Ha npuem OAHHbLIX 0OCHYNHbBL C

6HewiHux ip-aopecos, nopm mepmunana u nopm CYBJ/] oocmynnul ¢ pabouux mecm

AOMUHUCIMPAMOPOE U C cepeepa NPUIOHCEHUIL.

Hcnonp3yiite pykoBoacTBo 1o ServerControl s 3aBeieHnst abDOHEHTCKHUX TEPMHHAIOB B
CHCTEMY.

3.4.4. Pe3epBHOE KONMPOBaHHE

OcTaHOBHTE CEPBUC TEIEMETPUU KOMAHOM.

# ask stop

Jlyst pe3epBUpPOBAHUS JaHHBIX BBITIOJIHUTE AaMI 0a3bl JAHHBIA KOMaH 0

# pg_dump db_navigation > /myTb K Katanory/ums_caiina.sql

JlJ11 BOCCTaHOBJIEHMSI JaHHBIX BBIIIOJIHUTE KOMaHY:

#psql db_navigation < /myTs k Katamory/ums_aiina.sql

Taxum 06pazom, pe3epBHOE KOIMPOBaHUE AaHHBIX npoucxoaut cpenctBamu CYB/I. PazepHyTyto
WH(pOPMAIIHIO IO BOCCTAHOBJICHUIO U PE3EPBUPOBAHUIO TAHHBIX B CBOeH Bepcuu PostgreSQL BbI
MOJKETE MOJYyUUTh U3 CIIPABOYHOM JTOKYMEHTALMK, HalIpUMep 1 Bepcuu 9.1.

[To okoHUaHMHM ITpoLIETYPBI PE3EPBUPOBAHUS WIIM BOCCTAHOBJIEHUS 3aITyCTUTE CEPBUC KOMaHIO0M:
# ask start
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4. 3amyck u npoBepka padoTocnocooHocTH CHcTeMBbI

4.1. 3anmyck nporpaMMHOro odecrne4eHust

Jns Hawanma paGotel ¢ I[IporpamMmMubIM oOecrieueHHEeM HEOOXOJAMMO IPOM3BECTH CICAYIOIINE
OIepaLuu:
- oTKpoiiTe kaueHTckoe npuioxkenne « ACK berony;
- JI0XJUTECH 3arpy3KH OKHA aBTOPU3AIHH;
— BBEJIUTE JIOTMH U MAapOJIb B COOTBETCTBYIOIINE TTOJIS:
o JoruH — admin;
o mapob —admin;
— HaXMHUTE KHOIIKY «BonTtu».

4.2. IlpoBepka padorocnocooHoctu CucreMsl

[Tocne aBropu3zanuu u Bxoxa B [IporpaMmHoe obecriedenne IoaKIIUaeMcs K cepBepy U BEIOMpaeM
paznen «MoHuTopuHry, naiee «Tekyiee nonoxenue» (Pucynok 1)

8~ | ncrpymenmer @ | Google rbpua vz A @ A% BEE

B4%3021554157/0527366%2.8

3303KLS
i 2165KC|

Tiet
A
3

(Pucynok 1)

Jlo6aBUB e TMHUITBI TEXHUKH, SKCIIEPT TAK)KE MOXKET MPOTECTHPOBATH HEKOTOPHIE (DYHKITMOHAIbHBIC
BO3MOKXHOCTU CHCTEMEI.

Jlnst mpoBepku paboTOCTIOCOOHOCTH MOAYJIsE «beTOH» OTKPBITH paznen « MHCTpYMEHTHI» U BBIOpaTh
«Yuer 3arpy3ku [{b3».
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@ Robasws saxas @ Obwoswre | F [20.07.2021 [~ F owmrpaus | xcnopr e Excel
x Towak
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[Tonnoe TectupoBanue [IporpamMmmHoro obecrieueHusi MPOBOAUTCS 3aKa3UMKOM IOCTE YCTaHOBKH
COTJIACHO NOKYMEHTY «Omnucanue yctaHoBkU [[porpaMMHOTro obecrneuyeHuss»

JOKYMEHTY

«HporpaMMa n MCTOJHUKaA HCHLITaHHﬁ)), BXOJAIIMM B KOMIIJICKT ITOCTaBKH HpOFpaMMHOl"O

o0ecrieueHus.



